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Windows Server 
Windows Server is a line of Microsoft operating systems (OSes) comprised of extremely 

powerful machines. It was launched in April 2003. The servers are usually used and installed as a 

backbone for most IT companies, departments, applications, and services. Servers can handle the 

administrative tasks on a network. It organizes, stores, requests, and receives the data across the 

network. There are many versions of Windows Servers. Microsoft always updates and releases 

the latest version of Windows Server every four years and a minor version every two years. 

Windows Server 2019 is the most updated version, and it was released in October 2018. It has a 

few features such as Windows Admin Center, Hyper Converged Infrastructure (HCI), and 

Microsoft Defender Advanced Threat Protection.  

Tri Arrow Printing company uses the Hyper-V feature of a Windows Server. A hypervisor 

is defined as software that creates an abstract layer between the virtual Operating System and 

the real or physical computers. It can help with creating and running multiple Virtual Machines on 

a single physical computer. The computer is named colors1. For more information, check Appendix 

1.  

Directory Services 
Directory Services are used to store, organize, and manage the users, computers, and 

other information in a database. These directory services support managing user access, 

authentication for the users, and security across the network. It consists of at least one directory 

server and at least one directory client program. Some examples of directory services include 

Microsoft’s Active Directory, OpenLDAP, LDAP, eDirectory, DNS, and others. DNS is a domain 

name system that maps the computer host names to the IP addresses. LDAP is a Lightweight 

Directory Access Protocol used for accessing and maintaining information over an IP network. For 

more information, check out Appendix 3. 

Active Directory (AD) consists of databases and services that can connect users to the 

network. This directory includes information and objects such as user accounts, computer accounts, 

groups, email accounts, contact information, organizational units, sites, domain controllers, group 

policy objects, and others. The service that is provided is to verify the users before connecting to 

the network. For example, an employee needs to log in to the system by providing the username 

and password that matches the data in the server. If it matches, then the employee can gain 



    TRI-ARROW PRINTING 

Page 4 of 167 
 

access to the system. Nowadays, many companies use a hybrid Active Directory that has a better 

setup. I will choose to use a hybrid Active Directory for my company. It is a cloud-based service 

such as Azure Active Directory. It allows the company to increase the number of users and more 

workloads. Its flexibility is good for the company, especially for the IT departments, because it 

allows the users to access its information from anywhere. Its security features such as multi-factor 

authentication can support the company to protect the information from cyber threats. 

Base Server & Workstation 
A base server is a foundational server or the administration computer that controls and 

runs the applications and services. It can be a physical or virtual machine where Tri Arrow Printing 

company uses Azure Lab and a Hyper-V to create multiple virtual machines. On the other hand, a 

workstation is a computer system that is used by an individual or a user to do such an office task. 

The computer also needs to set the IP address and have the other computer that is connected over 

the network ping the other computer so they all can communicate with each other. For more 

information, check out Appendix 2. 

Server Roles 

Web server 

It is a server used to deliver web content such as HTML pages, images, videos, and files. A 

web server is particularly important because it helps to protect and store website data from 

unauthorized users. It helps to run one or more applications, websites, and other data services in a 

virtual environment. Since Tri-Arrow Printing company uses the website as the second platform to 

connect with clients over the internet, having a web server is useful because of its primary role. It 

processes and manages web requests and responds to the clients. Its security is another aspect of 

having a secure website database. 

Application Server 

The application server is created to support the applications with the foundation to make 

them functional and efficient. It also provides security, transaction support, and complex database 

access. Tri-Arrow Printing company has 5 different locations, and it needs transaction support such 

as cash registration for in-store services. The application server provides support for the website 
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when the clients add items and check out items. In this scenario, the clients interact with the 

application server. 

Email 

Email is needed by every employee which is 2000 employees. Tri-Arrow Printing 

Company needs to have an email server to store important information and keep it safe. We can 

also manage email accounts and scan emails for any malicious and phishing.  

DNS 

Tri-Arrow Printing company needs to have a DNS server to allow us to change our 

website, so the customers can still access the website even if we moved it to the new location. 

When the company needs to make any changes, having DNS is useful for using IP addresses. 

RDP 

Remote Desktop Protocol is a virtual desktop computer. It means that any employee can 

access their own desktop computer remotely. Many employees might have to work remotely when 

they are traveling or working from home. 

DHCP 

Dynamic Host Configuration Protocol assigns IP addresses, default gateways, and network 

parameters to users’ devices. 

Proxy server 

It is a system that supports a wall between the users and the internet. It prevents cyber 

attackers from entering a company’s private network. 

Print server 

This server provides access for the users to access the printer inside the network. Tri-Arrow 

Printing company needs to use a lot of printers and different types of printers to meet the client’s 

needs. 
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Computer Usage and Restriction Policies 
The logon banner is a virtual “No Trespassing” sign based on a paper “Global 

Information Assurance Certificate by GIAC certification. (Stewart, 2019) The legal notice banner 

is important to be displayed in computer environments before the users try to log into the system. 

The primary purpose is to ensure legality by providing users with important terms, cautions, and 

agreements before allowing them to access the system. This technique also helps the company to 

keep the rules and regulations. It also helps to avoid any legal risks associated with unauthorized 

use or inappropriate conduct. Additionally, the banner can function as a reminder, and strengthen 

users’ awareness of their responsibilities and the consequences of violating the policies. For more 

information, check out Appendix 7. 

Triplets 

User Accounts 

User accounts were imported from an Excel Spreadsheet that has all the user’s 

information. It was imported into a PowerShell and does some DS ADD commands to sort and add 

the users into their department. The challenges are duplicate users, errors, punctuation, and typos. 

The Active Directory Domain Services (AD DS) refers to adding a new object to an Active 

Directory domain using the command line tools like ‘dsadd’, or “DS ADD” means adding data to a 

database. For more information, check out Appendix 4. 

Shares & Network Access 

Each department is allowed to access specific shared resources over the network such as 

files, folders, and other devices. Each department has permission for everyone to have full control 

access. For more information, check out Appendix 5. 

NFTS / Security Permissions 

NFTS stands for “New Technology File System” and it is used to do some access control 

lists. It allows who can have access to some files and folders and what actions they can perform. 

For more information, check out Appendix 6. 
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Security Guidelines 

Server Security Policy 
Last Update Status: Updated March 2024 

 
 
 

 
 

Overview 

Unsecured and vulnerable servers continue to be a major entry point for malicious threat 
actors.  Consistent Server installation policies, ownership and configuration management 
are all about doing the basics well. 
 

Purpose 

The purpose of this policy is to establish standards for the base configuration of internal 
server equipment that is owned and/or operated by Tri-Arrow Printing. Effective 
implementation of this policy will minimize unauthorized access to Tri-Arrow Printing 
proprietary information and technology. 
 

Scope 

All employees, contractors, consultants, temporary and other workers at Tri-Arrow Printing 
and its subsidiaries must adhere to this policy. This policy applies to server equipment that 
is owned, operated, or leased by Tri-Arrow Printing or registered under a Tri-Arrow Printing-
owned internal network domain.  
 
This policy specifies requirements for equipment on the internal Tri-Arrow Printing network. 
For secure configuration of equipment external to Tri-Arrow Printing on the DMZ, see the 
Internet DMZ Equipment Policy. 
 

Policy 

 

General Requirements 

4.1.1 All internal servers deployed at Tri-Arrow Printing must be owned by an 

operational group that is responsible for system administration. Approved 

server configuration guides must be established and maintained by each 

operational group, based on business needs, and approved by the 

InfoSec team. Operational groups should monitor configuration 

compliance and implement an exception policy tailored to their 
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environment. Each operational group must establish a process for 

changing the configuration guides, which includes review and approval by 

InfoSec.  The following items must be met: 

• Servers must be registered within the corporate enterprise 

management system. At a minimum, the following information is 

required to positively identify the point of contact:  

o Server contact(s) and location, and a backup contact  

o Hardware and Operating System/Version  

o Main functions and applications, if applicable  

• Information in the corporate enterprise management system must be 

kept up to date.  

• Configuration changes for production servers must follow the 

appropriate change management procedures 

4.1.2 For security, compliance, and maintenance purposes, authorized 

personnel may monitor and audit equipment, systems, processes, and 

network traffic per the Audit Policy. 

 

Configuration Requirements 

4.1.3 Operating System configuration should be in accordance with approved 

InfoSec team guidelines.  

4.1.4 Services and applications that will not be used must be disabled where 

practical. 

4.1.5 Access to services should be logged and/or protected through access-

control methods such as a web application firewall, if possible.  

4.1.6 The most recent security patches must be installed on the system as 

soon as practical, the only exception being when immediate application 

would interfere with business requirements.  

4.1.7 Trust relationships between systems are a security risk, and their use 

should be avoided. Do not use a trust relationship when some other 

method of communication is sufficient.  

4.1.8 Always use standard security principles of least required access to 

perform a function.  Do not use root when a non-privileged account will 

do.  

4.1.9 If a methodology for secure channel connection is available (i.e., 

technically feasible), privileged access must be performed over secure 

channels, (e.g., encrypted network connections using SSH or IPSec).  

4.1.10 Servers should be physically located in an access-controlled, secured 

environment.  

4.1.11 Servers are specifically prohibited from operating from uncontrolled or 

unsecured cubicle areas.  
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Monitoring 

4.1.12 All security-related events on critical or sensitive systems must be logged 

and audit trails saved as follows:  

• All security related logs will be kept online for a minimum of 1 week.  

• Daily incremental tape backups will be retained for at least 1 month.  

• Weekly full tape backups of logs will be retained for at least 1 month.  

• Monthly full backups will be retained for a minimum of 2 years.  
4.1.13 Security-related events will be reported to InfoSec, who will review logs 

and report incidents to IT management. Corrective measures will be 
prescribed as needed. Security-related events include, but are not limited 
to:  

• Port-scan attacks  

• Evidence of unauthorized access to privileged accounts  

• Anomalous occurrences that are not related to specific applications on 
the host.  

 

Policy Compliance 

 
5.1 Compliance Measurement 

The Infosec team will verify compliance to this policy through various methods, 
including but not limited to, business tool reports, internal and external audits, and 
feedback to the policy owner.  

5.2 Exceptions 
Any exception to the policy must be approved by the Infosec team in advance.  

5.3 Non-Compliance 
An employee found to have violated this policy may be subject to disciplinary action, up 
to and including termination of employment. 
 
 
 
 

Related Standards, Policies and Processes 

• Audit Policy 

• DMZ Equipment Policy 

 

Definitions and Terms 

The following definition and terms can be found in the SANS Glossary located at: 
https://www.sans.org/security-resources/glossary-of-terms/ 
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• De-militarized zone (DMZ) 

 

Revision History 

 
Date of Change Responsible Summary of Change 

June 2014 SANS Policy Team Updated and converted to new format. 

October 2022 SANS Policy Team Updated and converted to new format. 

March 2024 Tri-Arrow Printing Customized for Tri-Arrow Printing. 

 
 

Audit Common Threats 
A honeypot is a cybersecurity technology that generates weak systems or networks to 

attract hackers into a trap. It allows the company to analyze what hacker strategies to get into 

the system. Moreover, it can help the company to improve the security measures. Honeypots are 

classified into two types: producing honeypots and research honeypots. Each of these types serves 

a particular purpose and level of interaction with attackers. However, they have obstacles, 

including the inability to identify intrusions in real systems and the possibility of attackers moving 

across into the actual network. Honeypot can be used together with the other methods to improve 

security operations, such as the canary trap strategy. In addition, a honeypot network that offers 

a deeper approach to gather intelligence on attackers and redirecting them away from the main 

network is called the honeynet. 

 

Auditing is used to examine and evaluate an organization’s financial, operational, or 

security controls. Based on an article from Track G2, “IT audit maintains the effectiveness, security 

and compliance of an IT environment while ensuring that all employees are following the 

established security protocols and standards.” (Calvello, 2023) For more information, check out 

Appendix 8. 
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Group Policy Additions & Restrictions 
Group Policy Objects (GPOs) are essential for preserving network consistency, security, 

and operational efficiency in a printing firm setup. With the use of GPOs, managers may enforce 

standards and control certain configurations centrally, guaranteeing that all systems associated 

with printing follow predetermined guidelines. For more information, check out Appendix 9. 

Windows & Linux Integration 

Introduction 

In the constantly evolving environment of networked computing, Linux and Windows 

servers stand out as powerful platforms, with each offering unique benefits and features. A Linux 

server, known for its scalability and cost-effectiveness, acts as the foundation for a wide range of 

computer operations, including web hosting, database management, email hosting, file storage, 

and development environments. Linux demonstrates security, stability, and flexibility due to its 

open-source nature, and it supports popular software such as Apache, Nginx, MySQL, and 

Docker. Windows Server, a Microsoft product since its creation in April 2003, focuses on 

corporate settings by providing a package of enterprise management software that enables 

server tasks such as Active Directory, DHCP, File and Storage Services, and Print Services.  

Linux Server 

A Linux Server is a networked computer system that is well-known for its scalability and 

low cost in managing a wide variety of computing tasks which include web hosting, database 

management, email hosting, file storage, and development environments. As an open-source 

project, it provides security, reliability, and flexibility. Linux servers can run popular software like 

Apache, Nginx, MySQL, and Docker. (Monovm, 2024) It can support them in hosting websites, 

databases, emails, and development environments. When compared to other operating systems, 

Linux server offers significant advantages when it comes to security, dependability, and 
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affordability. For example, firewall configurations, encryption, and access control are the security 

features. There are many popular Linux servers including Ubuntu and Red Hat. They connect 

easily with major cloud platforms such as AWS, Microsoft Azure, and Google Cloud to provide 

scalable hosting solutions. The administrators can maximize the performance by monitoring the 

performance and configuring the networking features. Networking features like DNS, DHCP, NFS, 

and Samba. (Monovm, 2024) 

Windows Server 

Microsoft developed Windows Server, and Microsoft has published Windows Server 

under this name since it was launched in April 2003. (Stegner, 2021) Windows Server is an 

operating system for servers that provides resources to other computers in a network. It is mostly 

used in business settings. Windows Server is different from a consumer version of Windows. 

Windows Server has enterprise management software that supports a variety of server functions 

such as active directory, DHCP, File and Storage services, Print services, and Windows update 

services. It can support extensive hardware configurations such as up to 24TB of RAM and 64 CPU 

sockets. (Stegner, 2021) 

Linux & Windows Integration 

There are many ways to integrate Windows servers and Linux servers. Cross-platform file 

sharing is one way to integrate Windows servers with Linux. It allows users and applications to 

access, change, and send files between two or multiple operating systems. Server Message Block 

(SMB) protocol allows users to create and share folders with users and groups. (LinkedIn, 2024) 

The other way to integrate different servers is to ensure that the authentication and identity 

management across the network is consistent and secure. The company can use Active Directory 

(AD) which is a place to store user and computer accounts, groups, policies, and other resources. 

(LinkedIn, 2024) Using VMware and Hyper-V can support the Windows and Linux servers to 
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operate together on the same hardware. My company is a printing service where we must use a 

lot of different kinds of printer machines. Windows servers can be the host of the printer 

infrastructures, managing printers and printing jobs over the network using a role like Print 

Management. Linux server can be used to store the files relevant to printing projects from clients. 

Some Linux server roles cover a wide range of network infrastructure. Distribution File System 

(DFS) allows all users with proper permission to access the files that are stored in the file servers. 

A domain controller is another server role that manages all the authentication requests in a 

network. (Team Nuggets, 2024) A print server handles in-network printing requests using printer 

drivers and preinstalled print services. A web server keeps the website contents and acts as a 

database and backup database. The last role is email server to help send and receive emails 

over the network. Linux admins configure the mail server using SMTP, IMAP, or POP3. I decided to 

name the printing company as Tiw Printing company because the first word is a part of my name 

and there is a printing word to tell people that it is a printing company. 

Conclusion 

In today's network infrastructure, integrating Linux and Windows servers is a strategic 

requirement in modern businesses. Organizations that utilize the benefits of both platforms benefit 

from cross-platform file sharing and streamlined authentication processes, which are supported by 

tools such as Active Directory and virtualization technologies. From Linux's distributed file systems 

and domain controllers to Windows Server's powerful enterprise management software, the 

combination of these server platforms provides efficient resource usage and smooth operations. 

As technology advances, the collaboration of both Windows and Linux servers continues to 

expand the limits of networked computing, and secure, and flexible options are adapted to the 

changing needs of the digital era. 
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Budget 
The PowerEdge MX760c Compute Sled stands out as an ideal server solution for a 

printing company for several reasons. Firstly, the Intel Xeon Platinum 8461V processor, which has 

an amazing 48 cores and 96 threads, powers the system with substantial processing capability 

that makes handling the complicated duties involved in printing process easy and effective. When 

combined with multiple 16GB RDIMM memory modules, for a total of 256GB, the server can 

readily handle concurrent user requests and large-scale print tasks.  

The PowerEdge T150 Tower Server is a low-cost option with its dependable Intel Xeon E-

2324G processor, 8GB ECC memory that guarantees data integrity, and supports for up to four 

hard drives- including two 1TB SATA drives set up in RAID 0 for better performance and capacity. 

Trusted Platform Module 2.0 V3 improves security, and UEFI BIOS boot mode with GPT partition 

and performances BIOS options guarantee optimal system performance and compatibility. In 

addition, the sufficient hard drives ports and power cord that come with the chassis give flexibility 

and ease of setup, making it an affordable option for Tri Arrow Printing company. For more 

information, check out Appendix 10. 
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Qty Description Link Price Cost
Windows Servers

Ideal 10
PowerEdge MX760c 
Compute Sled

https://www.dell.com/en-
us/shop/servers-storage-and-
networking/poweredge-mx760c-
compute-sled/spd/poweredge-
mx760c/pe_mx760c_15883_vi_vp?
configurationid=69ac92dc-7d23-
42e6-b0a5-3d0099fdaa0f $58,080.04 $580,800.40

Sufficient 10
PowerEdge R250 
Rack Server

https://www.dell.com/en-
us/shop/servers-storage-and-
networking/poweredge-r760xa-
rack-server/spd/poweredge-
r760xa/pe_r760xa_16902_vi_vp?_g
l=1*56d33p*_up*MQ..&gclid=Cjw
KCAjww_iwBhApEiwAuG6ccByg4v
ccIm3b3wA8VTXF-
Vj0uG4_1Q4prhmGxyVKzkDTFpKC
TdPkLRoCkPEQAvD_BwE&gclsrc=
aw.ds&configurationid=42e3a32b-
7aac-4f40-a763-1841c0f670bb

$29,596.41 $295,964.10

Minimal 10
PowerEdge T150 
Tower Server

https://www.dell.com/en-
us/shop/servers-storage-and-
networking/poweredge-t150-
tower-server/spd/poweredge-
t150/pe_t150_tm_vi_vp_sb?config
urationid=d08fd1dc-ca6f-48d0-
a735-87e70dcd5243 $1,531.54 $15,315.40



 

   

 

WBS (Work Breakdown Structure) 

  



 

   

 

 

Appendices 

Appendix 1 

• Name Pratiwi Ningrum 

• Open 
Hyper-V 
Manager. 

• Double-click 
on the 
virtual 

machine for 
the server. 

• Log in with 

a 
password. 

• Close the 

server 
manager. 

 

• Use the 

keyboard 
to open this 
dialog box, 
press 

Windows 
and “R” 
keys. 

• Type 

SYSDM.CPL. 

• Click Ok. 
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• Type the 
server’s 
name in the 

computer 
description 
textbox. 

• On this 
computer, 
type 
colors1. 

• Click the 
“Change” 
box to 

rename the 
computer.  

• Once you 

rename it 
as 
“colors1”, 
click OK. It 

will show a 
new dialog 
box that 

says, “You 
must restart 
your 
computer to 

apply these 
changes.” 

• Click OK, 

then Close. 
 

• Once you 
hit close, 

click 
“Restart 
Now.” 

• It will 

restart the 
computer 
and take 

you to log 
in again 
using the 
password. 
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• Check if the 
changes 
were 

successful 
by pressing 
the 

Windows 
key and “R” 
key at the 
same time. 

• If it shows 
like the 
picture, it is 

successful. 

• Do the 
same 

process for 
the 
workstation. 

 

 

Appendix 2 

• Turn on the 
HWcolors1 

and HW 
colorw1 
virtual 
machines. 

• Press 
Windows key 
+ R. 

• Type 
NCPA.CPL, 
press Enter 

key. 
 



    TRI-ARROW PRINTING 

Page 21 of 167 
 

• Right click on 
the Ethernet. 

• Click 

Properties. 
 
 

 
• Double click 

the “Internet 

Protocol 
Version 4 
(TCP/IPv4). 
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• In the Internet 
Protocol 
Version 4 

dialog box, 
choose “Use 
the following 

IP address.” 

• Add IP 
address and 
DNS server. 

Click on the 
subnet mask 
textbox, it 

will 
automatically 
add the 
numbers. 

• The picture 
next to it is 
for the 

HWcolors1 
(Server). 

 

• After clicking 

“OK”. It will 
ask you to 
restart the 
computer. 

• Click “OK” to 
restart. 

 
• Click “Restart 

Now” button. 
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• Do the same 
processes for 
HWcolorw1 

virtual 
machine. 

• Press 

Windows key 
+ R. 

• Type 

NCPA.CPL, 
press Enter 
key. 

 
• Right-click on 

the Ethernet 

and choose 
“Properties”. 
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• Double click 
on the 
“Internet 

Protocol 
Version 4 
(TCP/IPv4). 

 
• Click on the 

“Use the 

following IP 
address:” 

• Add the IP 

address for 
Windows. 

• Click on the 

subnet mask. 

• Add the 
server IP 

address in the 
DNS server. 

• Click “OK” 

then restart 
the computer. 
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• Go back to 
the 
HWcolors1 

virtual 
machine. 

• Press 

Windows key 
+ R. 

• Type cmd to 

open a 
Windows 
Prompt. 

 
• Type 

“ipconfig”. 
Press enter 

key. 

• Ipconfig is 
used to 

display the IP 
addresses, 
subnet mask, 
and the 

default 
gateway for 
all adapters. 
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• Do the same 
thing on the 
HWcolorw1 

virtual 
machine. 

• Go to the 

command 
prompt and 
type 
“ipconfig”. 

Press enter 
key. 

• Try pinging 

the server 
with server IP 
address. 

• “Ping 
172.15.0.1” 

 
• On the 

HWcolors1 
computer. 

• Type “ping 
172.15.50.1” 
to ping the 

other 
computer 
HWcolorw1. 

• Press the 

Enter key. 
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• Type tracert 
command to 
trace the path 

that an IP 
packet takes 
to its 

destination. 

 
• Open 

Windows or 
type in the 
search bar 
“Firewall & 

network 
protection”. 

• Click on the 

Windows 
Defender 
Firewall with 
Advanced 

Security. 
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• Click Inbound 
Rules. 

• Scroll down to 

look for 
“Core 
Networking 

Diagnostic – 
ICMP. 

• Press the Shift 

key and 
select the four 
of them. Show 
in the picture. 

• On the right 
bar, click on 
the Enable 

Rule.  
• Do the same 

thing for 
Outbound 

Rules. 

• Do this 
process again 

for 
HWcolorw1 
Windows 
machine. 

• Go to the 
Windows 
Defender 

Firewall with 
Advanced 
Security and 

enable the 
ICMP rules for 
both inbound 
and outbond. 
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• Go back to 
the Command 
Prompt for 

both 
machines. 

• On server 

machine/ 
HWcolors1 
computer, 
type “ping 

172.15.50.1”. 
Press the 
Enter key. 

• If it’s 
successful, it 
will show 

“Reply from 
…” 

 
• For Windows 

machine/ 
HWcolorw1 

computer, go 
to the 
Command 

Prompt. 

• Type “Ping 
172.15.0.1” 

• It will show 

“Reply 
from…” with 
0% loss. 
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Appendix 3 

• Run the 
server 
workstation. 

• Open 
Server 
Manager. 

• Click on 

“Add roles 
and 
features.” 

 
• Click Next 

to begin. 

• Make sure 

to choose 
“Role-based 
or feature-
based 

installation.” 
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• Check the 
computer 
name and 

make sure it 
is the same 
as the 

server’s 
name. 

• Then, click 
on the Next 

button. 

• Check the 
roles and 

choose 
“Active 
Directory 

Domain 
Services.” 

 

• The new 
dialog will 

show up 
when you 
click the 

role, click on 
the “Add 
Features” 
button. 

• Click Next. 
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• Click the 
Next button 
until you see 

the install 
button, then 
click on the 

“Install” 
button. 

• Wait until 
the 

installation is 
completed. 

• Click on the 

“Close” 
button  

• Once it is 

installed, the 
yellow sign 
will show up 
on the 

server 
manager 
navigation 

bar. 

• Click on it. 

 
• Click on 

“Promote 
this server to 
a domain 
controller.” 
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• Choose 
“Add a new 
forest.” 

• Add the root 
domain 
name. 

• The picture 
shows that 
the domain 

name is 
colors.up. 

 
• Add 

password, 
Red.vine1. 
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• Click next 
after that 
and until 

you reach 
this 
Additional 

Options 
box, wait 
until the 
NetBIOS 

textbox fills 
in. 

• Click next. 

 
• On 

Prerequisites 
Check box, 
if you see 

yellow signs, 
proceed to 
the next 
step. 

• Click 
“Install” 
button. 

• It will reboot 
the 
computer. 
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• Log back 
into the 
computer. 

• You can use 
colors\Admi
nistrator as 

username 
and 
Red.vine1 as 
password. 

• Go to the 
“Active 
Directory 

Users and 
Computers.” 

• Pin into the 

taskbar by 
right-click on 
it and click 
on pin to 

taskbar. 

 

• If you see 
this once you 

open the 
“Active 
Directory 

Users and 
Computers”, 
all the 
installation is 

completed. 
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• Next step is 
to run the 
Windows 

workstation 
and press on 
Windows + 

R key and 
type CMD 
to open the 
Command 

Prompt. 

• Type 
ipconfig /all 

to see if the 
computer 
name, IP 
address, 

and DNS 
Servers 
numbers are 
correct. 

 
• Try to ping 

the server’s 
name 

(HWcolors1)
. 

• If you get 

Reply… It is 
successful. 

 



    TRI-ARROW PRINTING 

Page 37 of 167 
 

• Still on 
Windows 
workstation. 

• Press 
Windows + 
R keys and 

type 
SYSDM.CPL. 
It will open 
the System 

Properties. 

• Click on the 
“Change” 

button. 

 
• On Member 

of option, 
choose the 

“Domain” 
radio 
button. 

• Add the 
domain 
name as 
“colors.up” 

• Click on 
“OK” button. 
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• Type 
“administrat
or” as the 

username. 

• Type 
Red.vine1 as 

password. 

• Click OK 
then click 

close and 
restart now 
button to 
restart the 

computer. 
 

• Do not log in 
yet into the 

Windows 
workstation. 

• Go back to 

the server 
workstation. 

• Go to the 

Active 
Directory 
Users and 
Computers. 

• Click the 
colors.up. 

• Click on the 

Users. 

• Right-click 

on the 
Administrato
r. 

• Click copy. 
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• Add the first 
name as 
Botto 

• Add the full 
name as 
Botto 

• Add the 
User logon 
name as 

botto. 

 
• Make sure it 

is the same 
as the 

picture. 

• Click on the 
Finish button. 

 
• Click on 

“Other user” 
in the 

bottom left 
corner. 

• Log in with 

botto@color
s.up as the 
username. 

• Red.vine1 as 

the 
password. 

 

mailto:botto@colors.up
mailto:botto@colors.up
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• Once you 
log in to the 
Windows 

workstation. 

• Press 
Windows + 

R keys and 
type 
SYSDM.CPL. 

• Click on the 

Change 
button. 

• Make sure 

the 
computer 
name, full 

computer 
name, and 
the domain 
are the 

same as the 
picture. 

 

 

Appendix 4 

• On the Excel 
Spreadsheet, we are 
going to scrub the 

database 
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• Select column A. 

• Press Ctrl key and C 

to copy the text in 
column A. 

 

 
• Click on column B. 

• Press Ctrl key and V 

to paste. 
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• Double click the line 
between two columns 
to make them fit to 

column. 

 
• Go to Data tab. 

 
• On the data tools, 

click on Text to 
Columns. 
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• Make sure the 
Delimited is checked. 

• Click on the Next 

button. 

 
• Click on “Space”. 

• Click on the Next 
button. 
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• Click Finish. 

 
• Highlight column B – 

G. 

 
• On the Data tab. 

Click on Sort. 
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• Choose column F as 
sort by A to Z. 

• Click on the Ok 

button. 

 
• There will be names 

that have more 
middle names. 

• Delete some names or 
combine them 
together. 

• When deleting, click 
on Shift cells left. 

 
• The two names on the 

top after the scrub. 
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• The next step is to 
highlight column B to 
F. 

 
• Click on Sort on Data 

tab. 

 
• Sort by Column E. 

• Click on the Ok 

button. 
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• The data will look like 
this after sorting it. 

 
• Delete some names or 

combine them in one 
word. 

• Highlight C1 and D1. 

• Right-click and select 
delete. 
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• Select shift cells left. 

 
• Check the data and it 

shows that there are 

34 names that need 
to be adjusted. 

• Make the names to 

have three columns. 
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• Highlight Column B 
until D. 

 
• Click on Sort. 

 
• Sort by column D. 

• Click on the Ok 

button. 
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• Scroll down until you 
see names without 
any middle name. 

• Click on C-837. 

• Press on Ctrl+ Shift + 

down arrow keys to 
select the cells to the 
bottom. 

 
• Ctrl + X to cut the 

cells. 

• Click on D-837. 

• Press Ctrl + V to 
paste. 
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• Select column A and 
delete the entire 
column. 

 
• Insert a new column 

by clicking column A, 
and right click to 

select insert. 

• A new column will be 
created. 

• On the new column 
which is column A. 

• On A1, type dsadd 

user-upn . 

• Do not forget to add 

space after -upn. 
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• Double click the end 
corner of A1 to copy 
paste the exact same 

value into cells in 
column A. 

 
• On F1, type =B1&” 

“&(LEFT(C1,1)) &” 
“&D1. 

• Hit enter key to see 

the result. 
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• Copy and paste the 
rest of the cells in 
column F. 

• You can do select F1 
right corner bottom, 
then drag it until the 

end of the database 
which is around 2000 
rows. 

 
• On G1, type the 

same formula but 
change the space to 
dot.  

• Check the formula 

bar. 
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• Double click on the 
right corner on the 
bottom of cell G1. 

 
• The rest of the cells 

will be automatically 
created. 
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• Select column G, 
right-click and select 
insert to add new 

column on the left 
side. 

 
• Select the whole 

column F. Just by 
clicking the F on the 

top. 

• Ctrl + C to copy the 
cells. 

• Click on column G or 
G on the top. 

• Right-click and then 

select paste special or 
paste values. 
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• The G column will 
have the same value 
as column F but with 

no formula. 

 
• Select column F, the 

names that have 
formulas. 

• Right-click and select 

delete. 
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• Do the same thing for 
column G that has 
dots in the names. 

• Right-click and select 
copy. 

 
• Go to the next column 

which is column H. 

• Right-click and then 

select paste values. 
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• Select column G. 

• Right-click on it and 

then select delete. 

 
• The spreadsheet will 

now look like this. 
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• Right-click on column 
B and select insert. 

• A new column will be 

created, and it is 
column B. 

 
• Right-click on column 

H. 

• Select Copy. 
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• Click on column B. 

• Right-click column B. 

• Select paste. 

 
• This is what it will look 

like after copy-
pasting the text. 
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• Add a new column 
between column B 
and C. 

• Right-click column C 
and select insert. 

 
• Click C1. 

• Type space, quote “, 
cn and then equal 

sign =. 

• Hit the Enter key. 

• Click the bridge to 

make the column 
smaller. 

• Double-click the right 

corner on the bottom 
of cell C1 to copy-
paste for the rest of 
the cells in the column. 
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• Now go to Padlet. 

• Go to the Scripty 

Stuff and download 
the Add folders, Ous, 
and User Groups. 

 
• Now Open Azure Lab 

and run the server. 

• Copy-paste the 

downloaded file into 
the server’s desktop. 

 
• Go to the search and 

type PowerShell ISE. 
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• Close the commands 
windows on the right 
side. 

• Click on the Script to 
open the script 
windows. 

 
• Open the 

downloaded file into 
PowerShell. 

• You can drag the file 
from the desktop into 
the Script windows 

screen. 
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• Change the word 
“Travel” into 
“Associates”. 

• Change the word 
“Trainer into 
“Storemanager”. 

• Don’t forget to write 
it in one word. 

 
• Scroll down and check 

or update the next 
part to mirror it with 

the top part. 

• Change New-
Addorganizationalunit 
-name “Travel” … to 

“Associates” 
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• Change the itgits from 
“DC=itgits” to your 
domain name. 

• My domain name is 
colors.up. 

• I change the itsgits 

into colors. 

 
• Now change the 

“DC=ORG” into 
“DC=up”. To match 

your domain. 

 
• Scroll down to the 

next part. 

• Change and match 

the name to the 
previous part. 

• Here, I change -Name 

“Travel” into -Name 
“Associates.” 

• Then, I change -Name 

“Trainer” into -Name 
“Storemanager.” 
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• Make sure -
SamAccountName is 
matched with the -

Name. 

• Here, I change -
SamAccountName 

Travel into -
SamAccountName 
Associates. 

• Then, I changed -

SamAccountName 
Trainers into -
SamAccountName 

Storemanager. 

 
• Scroll to the right to 

see more. 

• Change the part 
“OU= [name], 

DC=first part of the 
domain, DC= last 
part of the domain” 

• Here I changed the 

name for associates 
and store manager to 
match the names. 

• Change the domain to 
colors and up. 
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• Make sure everything 
is correct. 

• Click Run on the top 

navigation bar that 
has a symbol of a 
green right arrow. 

 
• Once it is completed, 

check the command 
window to see if it 

runs successfully. 

• The picture shows that 
it runs successfully. 
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• Check the folders by 
going to file explorer 
on the bottom bar. 

 
• Open the file 

explorer. 

• Double-click on the 

This PC. 

• Double-click Shares 

folder. 
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• These are the folders. 

 
• Then, go to Active 

Directory to check if 
the script works. 

• You will see the 
folders that we just 
created when you 

click your domain 
name on Active 
Directory. 
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• Now I'm going back 
to Excel. 

• Insert a new column 

between column C 
and E. 

 
• Copy column I and 

paste it into column D. 

 
• Now the spreadsheet 

will look like this. 
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• Insert a new column 
between column D 
and F. 

• You can do it by 
right-clicking on 
column E and 

selecting insert. 

 
• On E1, type, ou=the 

first folder,dc= the 
first part of the 
domain,dc= the last 

part of the domain 
and then quote, 
space, dash, and then 
samid. 
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• Copy it until row 10. 

 
• Change the name to 

match the folder’s 
name on the server. 

• Highlight E1 – E10 

and double click on 
the right corner to 
copy it all the way to 

the end of the column. 
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• The spreadsheet will 
look like this. 

 
• Right-click on column 

F. 

• Select insert to add a 

new column. 
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• Type space, dash, 
samid and then 
space. “-samid “ 

 

 
• Double-click the right 

corner on the bottom 
of the cell to copy the 

text to the rest of the 
cells in the column. 
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• Insert a new column in 
between column F 
and H. 

• Copy column M. 

 
• Paste it into column G. 
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• Add a new column 
next to column G. 

• Right-click column H 

and select insert to 
ass a new column on 
the left side of column 

H. 

 
• Since we have samid 

already said in 
column E, we need to 

delete column F. 

• Right-click column F 
and click Delete. 
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• On column G, type “-
disabled no, -pwd 
“Red.vine2”, -

mustchpwd yes, -
memberof 
“cn=Accounting, 

ou=Accounting, 
dc=colors, dc=up” 

• Don’t forget to add 
space before -

disabled. 

 
• Copy-paste it until 

G10. 

 
• Change the name to 

match the names for 
each row. 

• Double-click on the 
right corner on the 
bottom to copy-paste 
the text into the rest 

of the cells in the 
column. 
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• The column should 
look like this. 

 
• Add a new column by 

right-clicking on 
column H. 

• Select Insert. 

• On H1, type (space, 
dash, fn, and space) 
“-fn “ 
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• Hover to the right 
corner of cell H1. 
When the + sign 

shows, double click it 
to copy-paste for the 
rest of the cells in the 

column. 

 
• Add a new column by 

clicking column J. 

• Right-click and select 

Insert. 

• On J1, type (space, 

dash, mi, and space) 
“-mi “ 
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• Hover to the right 
corner of cell Js1. 
When the + sign 

shows, double click it 
to copy-paste for the 
rest of the cells in the 

column. 

 
• Add a new column by 

right-click on column 
K. 

• Then select Insert. 

• On K1, type a 

formula. 

• The formula is = 
(LEFT, L1,1)) 

• Hit the Enter key. 

• Double-click the plus 
sign on the right 

corner of K1. 

 
• This is the formula. 
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• Right-click on column 
K. 

• Select Copy. 

 
• Then select column K. 

• Right-click and select 

Paste Special, click 
Paste Value. 

• The circle is the paste 

value for Windows. 

• This method is to 
remove the formula 

and replace it with 
the result. 
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• Now add a new 
column. 

• Right-click on column 

L. 

• Select Insert. 

• On L1, type (space, 
dash, ln, and space) 
“-ln “ 

 
• Add a new column 

next to it. 

• Right-click on column 
M. 

• Select Insert. 

• And we need to copy 
the data from column 

O, and paste it into 
column M. 

• Right-click on column 

O. 

• Select Copy. 

 



    TRI-ARROW PRINTING 

Page 83 of 167 
 

• Click on column M. 

• Right-click and select 

Paste. 

 
• The spreadsheet 

should look like this. 

 



    TRI-ARROW PRINTING 

Page 84 of 167 
 

• Highlight column N, 
O, P, Q, and R. 

• You can click column 

N and hold it and 
drag until column R. It 
will select those 

columns. 

• Right-click and select 
Delete. 

 
• Now, scroll down to 

row 837. 

• Click on J837. 

• Hold on Ctrl and Shift 
key. 

• Press the down arrow 
key. 

• Then press the Shift 

key and right arrow 
key. 
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• Right-click and select 
Delete. 

• Delete shift to the left. 

 
• Select Shift cells left. 

• Click the OK button. 
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• The spreadsheet 
should look like this. 

 
• Now Press Ctrl key 

and F key. 

• Type open 

parentheses “(“and 
click the Find Next 
button. 

• If there is a data with 
(in it. Delete the row. 

• Then find next until 

you cannot find it 
anymore. 

• Type) and click on the 

Find Next button. 

• If there is no data 

with). You are good 
to go to the next step. 
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• Now select A1. 

• Hold on Ctrl and Shift 

keys, press right 
arrow key. 

• And hold on Ctrl and 

Shift keys, press down 
arrow key. 

• It will select all data. 

• Hold Ctrl + C key to 
copy. 

 
• Open Azure Lab. 
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• Click on windows and 
type notepad. 

• Hit the Enter key to 

open it. 

 
• On the Notepad, click 

anywhere on the 
screen. 

• Gold Ctrl + V to 
paste. 
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• Open the server. 

• Open Windows 

PowerShell ISE. 

 
• Go back to the 

Notepad. 

• Click anywhere. 

• Hold on Ctrl + A. It 
will select all data. 

• Hold on Ctrl + C. It 
will copy the data. 
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• Go back to the server 
and PowerShell ISE. 

• Click on the script 

screen. 

• Hold on Ctrl + V. It 

will paste the data 
into the PowerShell. 

 
• Find a tab. 

• We need to replace 
the tab to space. 

• Click next to “cn=. 

• Hold Ctrl key and 
Shift key. 

• Press the right arrow 

key on the keyboard. 
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• Hold Ctrl + H key to 
open Replace dialog 
box. 

• On the Replace with 
textbox, type a 
space. 

• Click the Replace All 
button. 

 
• The next thing is to 

replace two spaces 
with one space. 

• On the Find what 
textbox, press the 
space bar two times. 

• On the Replace with 
textbox, press the 
space bar one time. 

• Click on the Replace 
All button. 
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• Replace space comma 
with just one comma. 

• On the Find what 

textbox, type a space 
and a comma. 

• On the Replace with 

textbox, type a 
comma. 

• Click on the Replace 

All button. 

 
• Find what textbox is 

no, (no, and a 
comma). 

• Replace it with no. 

• Click on the Replace 

All button. 

 
• Replace 2”, (two 

double quote comma) 
with just 2” (two 
double quote). 
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• The last part 
replaced yes with 
yes. 

 
• Now scroll down to 

check if there are any 
errors. 

• The color will tell. 

• On row 1286 until 

down. The color is not 
right. 

• The problem here is 

because the name 
contains ‘(a single 
quote). 

 
• Hold on Ctrl + H key. 

• On Find what 

textbox, type a single 
quote (‘). 

• On the Replace with 

textbox, type nothing. 
It is empty. 

• Click the Replace All 

button. 
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• Make sure everything 
is correct with no 
errors. 

• Select row 1 – 10. 

• Click on the Run 

Selection on the top 
bar. 

 
• Once you click on the 

run selection. 

• If there are any 

errors, troubleshoot it. 

• There is an error for 

row 2. The directory 
is not found. 
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• Open Active 
Directory. 

• The problem is found. 

• The name does not 
match the script. 

• On active directory, 
the name is 
Associates. While on 

the script, it is 
Associate. 

• We need to change 

the script. 

 
• Hold on Ctrl + H key. 

• Replace Associate 

with Associates. 
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• Run it again. 

• It is successful. 

• The red line shows 
that the account 
already exists. We 

can ignore them. 

• Then click Run or 
green right arrow on 

the top bar to run the 
whole data. 

 
• Once it is completed. 

It should look like this. 
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• Add a new script file. 

• Type (get-aduser -

filter *). count 

• Run the program to 
find how many users 

you have. 

 
• The program will say 

2063. 
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Appendix 5 

• Go to file explorer. 

• Click This PC. 

• Double-click on Local Disk 

(C:). 

• Double-click Shares folder. 

 
• Left click accounting folder. 

• Right-click the selected folder. 

• Select Properties. 
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• Go to Sharing tab. 

• Click Advanced Sharing 

button. 

 
• Check the Share this folder 

checkbox. 

• Click the Permissions button. 
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• Check the box full control. 

• Click the Apply button. 

• Click OK. 

• Click OK. 

• Click Close. 

 
• Let’s test it. 

• Open and run the 

workstation. 

 



    TRI-ARROW PRINTING 

Page 101 of 167 
 

• Go back to the server. 

• The Active Directory should 

be open. 

• Click on Accounting. 

• Double Click the first user. 

• Click Account. 

• Get the name. 

• We need to use the name to 
log into the workstation. 

 
• Log in using Aaron’s username 

followed by @ sign, and 
domain name. 

• Use Red.vine2 as password. 
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• Click on the OK button. 

 
• Change the password to 

Red.vine1. 

• Hit the Enter key. 

• It will take a few moments. 

 
• The workstation should look 

like this that has 
Aaron..Kirkland name on the 
bottom. 
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• Open File explorer on the 
workstation. 

• At the home bar. 

• Type \\HWcolors1. 

• The server’s name is 

HWcolors1. 

• You should see the folders like 
in the photo. 

 
• Go back to the server. 

• Click on Profile folder. 

• Right-click and choose 
properties. 
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• Click the Sharing tab. 

• Click on Advanced Sharing. 

 
• Select the checkbox. 

• Add a dollar sign ($) after 

Profiles. 

• We need to hide it over the 

network. 

• Next, click on the Permission 
button. 
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• Select the Full Control 
checkbox. 

• Click on the OK button. 

• Click the OK button. 

• Click the Close button. 

 
• Now do the share folder for 

the rest of the folders except 
Profile folder. 

• Follow the step of sharing 
accounting folders over the 
network. 

• Right-click on the folder. 

• Select Properties, sharing tab, 

advanced sharing, check the 
box, permission, and check 
full control. 

• Click on OK, OK, and Close 

buttons.  
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• Go back to the workstation. 

• Refresh the \\HWcolors1. 

• It should look like the photo. 

 
• Go back to the server. 

• Go to the active directory. 

• Click on Type to make the 
accounting group go to the 
top. 
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• Double-click on Aaroon. 

• Click on Profile. 

• Click connect. 

• Select H from the drop-down. 

• Type \\ followed by server’s 
name and \ and home and \ 
and %username%. 

 
• Select the whole thing inside 

the textbox. Copy it. 

• Click the Apply button. 

• It should look like this. 
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• Go back to the workstation. 

• Sign out from the account. 

• Log back in. 

• Use Red.vine1 as password. 

 
• Go to the File Explorer. 

• Click on This PC. 

• It should look like this. 

• There is a network location 

that has a username. 
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• Go back to the server, do a 
Ctrl + A to select the whole 
thing. 

• Hold on Ctrl key and select 
Accounting to unselect it. 

 
• Right-click and select 

properties. 

• Click on Profile. 

• Select Home folder. 

• Select Connect. 

• Choose H: from the drop-
down menu. 

• Ctrl + V to the textbox. 

• If it is not working, type 
\\server’s name\home\ 

%username%. 

• Click OK. 
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• To test it. 

• Click on one of the users. 

• Double-click it and select 
Account to see the name. 

 
• Go back to the workstation. 

• Click on Aaron profile icon. 

• Click on Switch user. 
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• Click Another user. 

• Type Alice..Moore and 

followed by @ symbol and a 
domain name. 

• Password is Red.vine2 

• Follow the same step as 
changing the password to 
Red.vine1 

 

 
• Go to File Explorer. 

• Click on This PC. 

• If there is Alice..Moore 
network locations. It is good 
to go to the next step. 
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• Do the same process for the 
rest of ou or folders. 

• The folders are Associates, 

Executives, HR, IT, 
Management, Marketing, 
Sales, Shipping, and 

Storemanager. 
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• Now we are going to set the 
permission for each folder. 

• Go to the File Explorer. 

• Click on Accounting folder. 

• Right-click and select 

properties. 

• Click on the Security tab. 
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• Click on Administrators. 

• Make sure everything is check 

or allow full control. 

• Now we need to make the 
department have full control. 

• Click on the Edit button. 

 
• Click the Add button. 
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• Type accounting. 

• Press Alt + C key. 

• Click the OK button. 

 
• Click on Accounting. 

• Check the full control. 

• Click Apply or OK. 

 



    TRI-ARROW PRINTING 

Page 115 of 167 
 

• Click the Add button again. 

• Type management. 

• Press Alt + C key. 

• Click OK. 

 
• Click on Management. 

• Select the read & execute, and 

List folder contents. 

• Only select Read. 

• Click the Apply button. 
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• Click the Add button. 

• Type HR. 

• Press Alt + C. 

• Click OK. 

 
• Click on HR. 

• Select only Read – Write 

boxes. 

• Click Apply. 

• Click OK. 
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• Click the Advanced button. 

 
• Click the disabled inheritance 

button. 

 
• Click Convert inherited 

permissions into explicit 
permissions on this object. 

• Click Apply. 

• Click OK. 
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• Click the Edit button. 

 
• Click Users. 

• Uncheck the checked items. 

• Click Apply. 

• Click OK. 
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• Go back to the Shares folder. 

• Right-click on it. 

• Select properties. 

• Click the Security tab. 

• Click the Advanced button. 

• Click Disable inheritance. 

• Check Replace all child. 

• Click Apply. 

• Do the same process for the 

rest of the folders. 
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• On the search 

bar on the 
bottom left 
corner, type 

Group Policy 
Management. 

• Press Enter 

 



    TRI-ARROW PRINTING 

Page 120 of 167 
 

• Click the 
Forest arrow. 

• Click the 

domains. 

• Click on color 

up to open 
more. 

 

 
• Right-click on 

the colors.up. 

• Click Create a 

GPO in this 
domain and 
link it here. 
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• Type 
Logon_Banner. 

• Click on the 

OK button. 

 
• Right-click on 

Logon Banner 
under the 

Default 
Domain on the 
left side of the 
screen. 
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• Go to 
Computer 
Configuration 

> Policies > 
Windows 
Settings > 

Security 
Settings > 
Security 
Options. 

• Look for 
Interactive 
Logon: 

Message text 
for users 
attempting to 
log on. 

• Double-click 
on that. 

 
• Click on the 

box to check 
the Define this 

policy setting 
in the 
template. 

• On the 
textbox, type 
the Warning 
text. 

• Click on 
Apply. 

• Click on OK. 
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• Look for the 
Interactive 
Logon: 

Message title 
for users… 

• Click the 

checkbox. 

• Type Legan 
Notice of 

System Usage 
on the 
textbox. 

 
• Go to the 

workstation 
and run the 

workstation. 

• A message 
like this will 

show up on 
the screen. 

• You may need 

to restart the 
computer 
workstation if 
you have login 

into an 
account. 
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• Go to the 
server. 

• Open File 

Explorer. 

• Go to the 
Shares folder. 

• Create a new 
folder named 
PII. 

 
• Right-click on 

the PII folder. 

• Click 
“Sharing”. 

• Click 
“Advanced 
Sharing”. 
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• Check the box 
to share the 
folder. 

• Click 
“Permission”. 

 
• Make sure 

everyone is in 

full control. 

• Check the “Full 
Control” box. 

• Click “Apply”. 

• Click “OK”. 
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• Click the 
“Security” tab. 

• Make sure the 

users are in full 
control. 

• Check the box 

“Full Control” 
for Users. 

• Click “Apply” 

and “OK”. 

 
• Add Everyone 

to the list and 
make it as full 

control. 

• Click Edit to 
add 

“Everyone” 
and check the 
“Full Control” 
box. 

• Click “Apply” 
and “OK” 
buttons. 

• Click 
“Advanced” 
button. 
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• Click 
“Auditing” tab. 

• Click “Add” 

button. 

 
• Click “Select 

Principal”. 

• Type 
Everyone. 

• Click “OK”. 

 
• Change the 

type to “All”. 

• Click the 
“Show 
advanced 

permissions”. 

• Make sure all 
the things from 

the picture are 
checked. 

• Click “OK”. 
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• Go to the 
Group Policy 
Management. 

 
• Create a new 

GPO and 
name it PII. 
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• Go to the PII 
GPO editor. 

• Navigate to 

Computer 
Configuration 
> Policies > 

Windows 
Settings > 
Security 
Settings > 

Audit Policy. 

 
• Double-click on 

the “Audit 

Object 
Access”. 

• Check the box 

“Define these 
policy 
settings”, 
“Success”, and 

“Failure” 
boxes. 

• Click “Apply”. 

• Click “OK”. 
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• Change all of 
the audit to 
match the 

policy setting 
based on the 
picture next to 

this step. 

 
• Press Windows 

and R keys to 
open Run. 

• Type 
compmgmt.msc. 

• Press Enter. 

 
• Navigate to 

the Computer 

Management 
(Local) > 
System Tools > 
Event Viewer 

> Windows 
Logs > 
Security. 

• Double-click 
Security. 

 



    TRI-ARROW PRINTING 

Page 131 of 167 
 

• Click “Filter 
Current Log”. 

• Type 

4656,4663 on 
the search box. 

• Click “OK”. 

 
• Go to the 

workstation. 

• Log in as one 

of the users. 

• Open File 

Explorer. 

• Navigate to 
the PII folder. 

• Add a text 
document. 
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• Now go back 
to the server. 

• Click on 

Refresh on the 
right 
navigation bar 

under Event 
4663. 

• Click on 

“Details” tab. 

• The username 
that we 

logged in to 
the workstation 
will show up 
under “Details” 

tab. 
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 Legal Notice 

• On the search 
bar on the 
bottom left 
corner, type 

Group Policy 
Management. 

• Press Enter 
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• Click the Forest 
arrow. 

• Click the 

domains. 

• Click on color up 

to open more. 
 

 
• Right-click on the 

colors.up. 

• Click Create a 

GPO in this 
domain and link 
it here. 

 
• Type 

Logon_Banner. 

• Click on OK 
button. 
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• Right-click on 
Logon Banner 
under the 

Default Domain 
on the left side 
of the screen. 

 
• Go to Computer 

Configuration > 
Policies > 
Windows 
Settings > 

Security Settings 
> Security 
Options. 

• Look for 

Interactive 
Logon: Message 
text for users 

attempting to 
log on. 

• Double-click on 

that. 
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• Click on the box 
to check the 
Define this 

policy setting in 
the template. 

• On the textbox, 

type the 
Warning text. 

• Click on Apply. 

• Click on OK. 

 
• Look for the 

Interactive 
Logon: Message 

title for users… 

• Click the 
checkbox. 

• Type Legan 
Notice of 
System Usage 

on the textbox. 
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• Go to the 
workstation and 
run the 

workstation. 

• A message like 
this will show up 

on the screen. 

• You may need 
to restart the 

computer 
workstation if 
you have login 
into an account. 

 
 Drive Maps for each department OU to each User group 

• First, we need to 

check and make 
sure that we 
have shared our 

folders 
correctly. 

• Check each 

folder and make 
sure everyone 
has full control. 

• Right-click on the 

folder, choose 
properties, 
select sharing, 

click advance 
sharing, click 
permissions. 
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• Go to Group 
Policy 
Management. 

• Click on 
Accounting 
folder. 

 
• Right-click on the 

Accounting 
folder. 

• Select Create a 
GPO in this 
domain, and link 

it here… 

 
• Type Accounting 

Drive Map. 

• Click on the OK 

button. 
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• Click the down 
arrow on 
Accounting 

folder. 

• Right-click the 
Accounting Drive 

Map. 

• Select Edit. 

 
• Navigate to this 

path, User 

Configuration > 
Preferences > 
Windows 
Settings > Drive 

Maps 

• Click on Drive 
Maps. 
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• Right-click on the 
Drive Maps 
screen. 

• Click New. 

• Click Mapped 

Drive. 

 
• Go to the File 

Explorer. 

• On Shares 

folder. 

• Click on 

Accounting 
folder and right-
click it. 

• Select 

Properties and 
go to the 
Sharing tab. 

• Copy the 
highlighted 
path. 

 
• Go back to the 

Drive Map. 

• Paste the copied 

path into the 
location. 

• Select Reconnect 

checkbox. 

• Type the Label 

as “Accounting 
Dept.” 

• Select D from 

the Use 
dropdown 
options.  
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• Click on the 
Apply button. 

• Click on the OK 

button. 

• The result should 

look like this. 

• Close the Group 
Policy 

Management 
Editor. 

 
• We are going 

to test it by 
using one of the 

users from 
Accounting 
group. 
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• We can choose 
Agnes Harrelson 
to try. 

• Double-click on 
the name and 
choose Account 

tab. 

• Check the User 
logon name. 

• Remember or 
copy it. 

 
• Go to the 

workstation and 

log in as Agnes 
Herrelson. 

• Don’t forget the 

domain name at 
the end. 

• Use Red.vine2 

as password. 

 
• The password 

needs to be 
changed before 
signing in. 

• Click OK. 
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• Type Red.vine1 
as the new 
password. 

• Press the Enter 
key. 

 
• The Hyper bug 

will show, and 
we can just 

leave it until it 
goes away. 

 
• Once log in. 

• Change 

something by 
going to the 
Settings on the 
File tab on the 

left upper 
corner. 
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• Click DVD Drive. 

• Click on the 

Remove button. 

• Click Apply. 

• Click OK. 

 
• Go back to the 

workstation. 

• Press Windows 

and R keys. 

• Type CMD or 

cmd. 

• Press the Enter 
key. 
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• Type gpupdate 
/force. 

• Press the Enter 

key. 

 
• Go to the File 

Explorer. 

• Click This PC. 

• The D drive 
should be there. 
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• Do the same 
process for all 
departments. 

 
• Make the IT 

department as 
Block 

Inheritance. 

• Right-click on the 
IT folder in the 

Group Policy 
Department. 

• Select the Block 

Inheritance. 
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• Move the 
Administrator 
from Users to IT 

folder. 

 
•  Chrome Installation 

• Type Chrome 

Redistributable. 

• Click on the first 
option. 

• The web page 
should look like 
this. 

• Click “Download 
Chrome” button. 
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• Choose MSI as 
file type. 

• Click “Accept 

and download” 
button. 

 
• Change the 

name to 
something simple 

as 
“ChromeInstall” 

 
• Go to File 

Explorer. 

• Go to This PC > 

Shares > IT. 

• Create a new 

folder. 

• Name it as 
Installs. 
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• Click the Installs 
folder. 

• Right-click it. 

• Choose 
“Properties.” 

• Go to “Sharing” 
tab. 

• Click “Advanced 

Sharing.” 

 
• Check the box 

for Share this 
folder. 

• Click 
“Permissions.” 
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• Make everyone 
full control. 

• Check the box 

“Full Control.” 

• Click “Apply.” 

• Click “OK.” 

 
• Go to “Security” 

tab. 

• Check if the 

Users have 
“Read & 
Execute”, “List 

folder contents”. 
And “Read” 
checked. 

• If not, do it by 

click “Edit.” 
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• Go to Group 
Policy 
Management. 

• Right-click on 
“colors.up.” 

• Click “Create 

GPO…” 

• Type Chrome 

Install as the 
new GPO. 

• Click “OK.” 

 
• Right-click 

“Chrome Install” 

• Click Edit. 

 
• Navigate to this 

path, Computer 

Configuration > 
Policies > 
Software 
Settings. 

• Click “Software 
installation.” 
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• Right-click on the 
screen. 

• Click New. 

• Click Package. 

 
• Go back to the 

Installs 

Properties. 

• Sharing tab. 

• Copy the 

Network Path. 
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• Paste the 
network path 
into the bar. 

• Click the 
ChromeInstall. 

• Click Open. 

 
• Set it as default, 

Assigned. 

• Click OK. 

 
•  Microsoft Teams Installation 
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• Go to Google 
and search for 
Microsoft Teams 

msi download. 

• Click the 
commercial 64 

bit. 

 
• Copy the 

downloaded file 
into the Installs 

folder in IT. 

 
• Go to the Group 

Policy 
Management. 

• Right-click on 
“colors.up.” 

• Click “Create 

GPO…” 

• Type Microsoft 

Teams Install. 

• Do the same 
process as 

Chrome 
installation 
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 Folder Redirection 

• Create a new 
GPO and name 

it as Folder 
Redirection. 

 
• Right-click on the 

Folder 
Redirection. 

• Click Edit. 

• Navigate to 
User 
Configuration > 

Windows 
Settings > 
Security Settings 
> Folder 

Redirection. 

 



    TRI-ARROW PRINTING 

Page 155 of 167 
 

• Right-click on 
“Document”. 

• Choose 

“Properties”. 

 
• On Setting, click 

the drop down 

and choose 
“Basic – Redirect 
everyone’s 
folder to the 

same location.” 

• Type 
\\HWCOLORS1 

\Profiles$ 

• Click Apply. 

• Click OK. 
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• Close the editor 
box. 

• Go back to the 

Group Policy 
Management 
and right-click 

on the IT folder. 

• Click “Link an 
Existing GPO. 

 

 
• Click on “Folder 

Redirection.” 

• Click OK. 

 
• Go to the 

workstation to 
try to sign in 

using 
Administrator. 

• Once sign in or 

log in. The 
Administrator 
will show in the 
Profiles folder in 

the server. 

• Do the same 
process for 

Desktop, Start 
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Menu, Pictures, 
Music, Videos, 
Favorites, and 

Contacts. 

 Remove CMD 

• Right-click on 

“Default Domain 
Policy.” 

• Click Edit. 

 
• Navigate to 

User 
Configuration > 
Administrative 

Template > 
System. 

• Double-click 

“Prevent access 
to the command 
prompt.” 
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• Click on Enable. 

• Leave the 

“Disable the 
command 
prompt script 
processing 

also?” as “No.” 

• Click Apply. 

• Click OK. 

 
 Remove Control Panel Et Al 

• Still in the 

Default Domain 
Policy editor. 

• Navigate to the 

User 
Configuration > 
Administrative 
Template > 

Control Panel. 

• Look for 
“Prohibit access 

to Control Panel 
and PC 
settings.” 
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• Click Enable. 

• Click Apply. 

• Click OK. 

 
 Autolock after 5 minutes inactivity 

• Navigate to 
User 

Configuration > 
Administrative 
Template > 

Control Panel > 
Personalization. 

• Look for “Screen 
saver timeout.” 
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• Double-click it 
and click Enable. 

• Type 500 in the 

second textbox. 

• Click Apply. 

• Click OK. 

 
 Color of Taskbar 

• Navigate to 
User 

Configuration > 
Administrative 
Template > 

Control Panel > 
Personalization. 

• Look for 
“Prevent 

changing color 
and 
appearance.” 
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• Click Enable. 

• Click Apply. 

• Click OK. 

 
 Remove the search bar on the taskbar 

• Navigate to 
User 

Configuration > 
Preferences > 
Windows 

Settings > 
Registry. 

• Right-click on the 
registry screen. 

• Click New. 

 
• Leave Hive as 

default. 

• Type 

“SOFTWARE\ 
Microsoft\ 
Windows\ 

CurrentVersion\ 
Search” 

• Type 

“Searchbox 
TaskbarMode” 
in the default. 
Choose 

REG_DWORD. 

• Type 0 as value 
data. 

• Click Apply and 
OK. 
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 Wallpaper 

• Navigate to 
User 

Configuration > 
Policies > 
Administrative 

Template > 
Desktop > 
Desktop. 

• Look for 

“Desktop 
Wallpaper” 

 
• Click Enable. 

• Type the path to 

the wallpaper 
picture. 

• Make sure the 

file is shared 
with everyone in 
full control. 

• Choose Fill for 
the Wallpaper 
Style. 

• Click Apply. 

• Click OK. 

 
 Implement a password policy 
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• Navigate to 
Computer 
Configuration > 

Policies > 
Windows 
Settings > 

Security Settings 
> Account 
Policy. 

• Click “Password 

Policy.” 

• Change some 
password 

policies. 

 
 Remove the name of the last-loggon-on user 

• Navigate to the 
Computer 

Configuration > 
Policies > 
Windows 

Settings > 
Security Settings 
> Local Policies 
> Security 

Options. 

 
• Look for 

“Interactive 
logon: Don’t 
display last 
signed-in. 

• Enable it. 

 
 Remove Run line from the Start menu 
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• Navigate to 
User 
Configuration > 

Policies > 
Administrative 
Templates > 

Start Menu and 
Taskbar. 

• Look for 
“Remove Run 

Menu from Start 
Menu. 

• Enable it. 

 
 Require Domain Controler authentication to login to the system. 

• Navigate 
Computer 

Configuration > 
Policies > 
Windows 

Settings > 
Security Settings 
> Local Policies 
> Security 

Options. 
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• Look for 
“Interactive 
logon: Require 

Domain 
Controller 
Authentication to 

unlock 
workstation. 

• Enable it. 

 
• Look for 

“Interactive 
logon: Number 

of previous 
logons to cache 
(in case domain 

controller is not 
available). 

• Change it to 0. 

 
 Assign a default domain for logon 
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• Navigate to 
Computer 
Configuration > 

Policies > 
Administrative 
Templates: > 

System > Logon. 

• Look for Assign 
a default 
domain for 

logon. 

• Click Enable. 

• Click Apply. 

• Click OK. 

 
• Go to the 

workstation, and 
open cmd type 
gpupdate 

/force. Or log in 
as one of the 
users and restart 
the computer. 
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Double click to see the file. 

Dell PowerEdge MX760c Blade Server _ Dell USA.pdf
 

PowerEdge T150 Tower Server _ Dell USA.pdf
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